Abstract-Emerging technologies in cloud environment have not only increased its use but also posed some severe issues. These issues can cause considerable harm not only to data storage but also to the large amount of data in distributed file structure which are being used in collaborative sharing. The data sharing technique in the cloud is prone to many flaws and is easily attacked. The conventional cryptographic mechanism is not robust enough to provide a secure authentication. In this paper, we overcome this issue with our proposed Reliable Framework for Data Administration (RFDA) using split-merge policy, developed to enhance data security. The proposed RFDA performs splitting of data in a unique manner using 128 AES encryption key. Different slots of the encrypted key are placed in different places of rack servers of different cloud zones. The effectiveness and efficiency of the proposed system are analyzed using comparative analysis from which it is seen that the proposed system has outperformed the existing and conventional security standard.
INTRODUCTION
Ongoing research and development in cloud computing domain has solved various issues in the distributed repository structure of clouds [1] [2] . Various services are provided to the cloud users by the cloud computing service provider ensuring effective storage capacity. Cloud computing is part of distributed computing in which the service is offered by pay per use [3] . In the present day, it is seen that the method of providing service in the form of technical application is still continued. The widely used as well as the basic services of cloud computing techniques are as follows:
• Software as a Service (SaaS): Software as a Service is a form of on-demand application service used in cloud computing.
• Platform as a service (PaaS): Platform as a Service is a form of platform service to host client application.
• Data Storage as a Service (DSaaS): Data Storage as a Service is a form of on-demand storage service.
• Infrastructure as a Service (IaaS): Infrastructure as a Service is a form of on-demand infrastructure delivery service.
Cloud Computing Architecture provides an effective as well as dependable repository structure since the highly configured servers in the data centers are in the form of the cluster to assist in storing and processing. Adoption of cloudbased storage as a service endows with itself numerous benefits when compared to the traditional storage system, few benefits can be stated as availability, maintenance, security, cost effectiveness, etc. [4] . Multiple users can use the secure as well as authenticated cloud architecture to perform various tasks like uploading and sharing huge files without needing to worry about the space availability and resources required for administrating them. Cloud computing is a form of data storage technique that is based on internet service, providing secure and appropriate storage mechanism with the ease of ondemand network access that allows to share a pool of computing resources. Although cloud computing offers numerous advantages, it also raises concern on certain issues such as security, privacy, and compliances. Since cloud computing represents an advanced computing model, there exists a high level of uncertainty regarding improving security to the data. Security concerns are related to data storage, internal security, dependency on the public internet and so on. Even though cloud computing provides advanced security as compared to traditional storage, in many cases it is seen to be inadequate or incapable [5] . There are a large number of security issues prevalent in the cloud computing environment since the same collaborates within itself various technologies involving networks, database, virtualization, resource scheduling, operating systems, load balancing, and memory management and so on. Thus, the security issues present in these collaborating technologies are also applicable to the cloud computing domain. The proposed work has emphasized more on security related to data storage in the cloud computing [6] . A proper technique to ensure information security needs to be applied to stored data in cloud system. Use of cryptography is a good approach in ensuring typical security properties such as privacy, confidentiality, authentication, integrity and availability. It is the cloud service provider's job to ensure the 978-1-4673-8460-5/16/$31.00 ©2016 IEEE use of proper encryption schema, appropriate authentication strategy, and an integrity checking mechanism for the safety of data. Use of classical encryption techniques may not be feasible due to the presence of large amount of data.
Cloud service providers request the customers to save their account details in the cloud; this information can be accessed by the cloud providers. Though many Service Level Agreements (SLAs) have stated privacy of sensitive information as key issue from the customer point of view, it is difficult to be enforced due to lack of transparency in cases of public cloud services especially in the multi-tenant cloud environments which also raises concern related to segregation of virtual machines sharing physical servers [7] . To have secured service technique, an authentication mechanism can be used in the cloud which will ensure secure data administration and data storage. The authentication system using the textual password is less efficient and is more vulnerable to attacks such as brute-force attack, and these passwords are easily breakable and the intruder can effortlessly gain access to cloud and retrieve data. Using multi-dimensional password authentication system in the cloud may provide some relief from brute-force attack, but it is also prone to attacks as it has its own limitations. Strong authentication is a necessity in any cloud environment as user authentication plays a vital role in granting the access control; authentication along with integrity protection technique guarantees that data is delivered to the customer specified location and is unmodified during transition of data. Since user authentication is a basic step in the security, it needs to be well defined and well executed. Another significant thing is authentication and access control that are very crucial since the data in the cloud can be accessed by anyone over the internet once they gain authentication and access [8] . A secure, reliable data storage service calls for the need of a robust and secured cloud security authenticating mechanism. The existing cloud security authentication fails to provide such robustness. The present day prototypes or proposed techniques suffer from problems related to security, performance and lack of obscurity.
In this paper, a technique has been proposed to overcome issues in data storage in cloud proposed as Reliable Framework for Data Storage (RFDA). The paper is organized as follows. Section 2 discusses the related work followed by the problem identification in Section 3. Section 4 talks about proposed system, section 5 discusses the research methodology along with an illustration. Section 6 discusses implementation aspect that is followed by the result. Section 7 provides the conclusion of the proposed work and references are provided at the end.
II. RELATED WORK
This section discusses about some of the existing literatures that have introduced security over the storage services in cloud computing. In this regard, study towards securing the storage was seen in the work of authors in [9] who have highlighted the SLA by proposing a framework which allows the client to detect different kind of violations in data integrity of Amazon S3 cloud service. Using the performance parameters such as storage overhead and processing time, the authors have analyzed their framework. A similar form of a framework to identify the violations is proposed in [10] . Herein a framework known as FADE has been developed using traditional cryptography mechanism. This framework can detect file cloud storage on Amazon S3 cloud. Using the data transmission and processing time of key management, the author has analyzed effectiveness of the framework. In [11] , authors have suggested a mechanism to secure data accessibility in mobile application for cloud computing environment. In this study, encryption mechanism has been introduced in order to maintain data integrity during uploading and downloading of files from cloud servers. Study towards security over data sharing was presented by authors in [12] ; here, the authors have discussed about their security algorithm based on re-encryption method. From the outcome, it is seen to be supportive to identity based encryption method as well as public key encryption simultaneously. In order to enhance data security, this scheme performs the transformation of the customer's data to encrypted text.
In [13] , authors projected a framework known as DEPSKY to improvise features like data availability, confidentiality and integrity. The experiment was carried out using Planet lab application on commercial cloud. In order to enhance data security data duplication key had been generated. In [14] , authors have introduced a method where in they have designed encryption mechanism in order to ensure semantic security for data. The simulation was carried using the AES algorithm of 256 bits and SHA algorithm of 256 bits. Authors in [15] have pioneered the framework known as UNITY which entirely focuses on solving the challenges related to data availability in cloud. The experiments were performed in Xen hypervisor and performance was compared with drop box. In [16] , authors have suggested a mechanism to perform verification of public integrity using third party highlighting on the reliability factor of data utilizing LT (Luby Transform) codes. Authors have proposed a secure authentication method in [17] utilizing cryptography along with homographic encryption strategy with multiple key distribution centers. Authors have carried work on key generation system using Paillier crypto system which authenticates the user accessing cloud. The comparison of this mechanism was performed with DES and symmetric key based techniques. In [18] , a framework has been suggested known as Cloud Seal to ensure secure sharing and also confidential data distribution using cloud storage. However, Cloud Seal only concentrates on data confidentiality and implementation is carried out in Amazon Web Service and Cloud Front. Two levels of encryption are performed in cloud seal; where in the basic level of encryption is achieved by symmetry method and secondary encryption using proxy-based ciphering method. Authors in [19] have concentrated on privacy challenges of data storage and proposed a concept of deniable cloud storage. This concept implementation is achieved for sharing system where security is concentrated making use of available tools like True Crypt. In [20] , authors have suggested a framework known as CS2 highlighting on integrity of data, verifiability and confidentiality. A novel remote authentication method based on secret-splitting policy has been introduced in [21] . Authors have used smart card, and suggested that users can select their own passwords. The smart card and server both contain partial biometric template. This template is integrated only on successful login of the user in authentication process. This system withstands man-in-the middle attack, dictionary 978-1-4673-8460-5/16/$31.00 ©2016 IEEE attacks and replay attacks. In [22] , authors have suggested an authentication framework in cloud based on flexible framework which supports authentication decision and behavioral authentication strategy. It achieves a proper balance between usability and trust through dynamic tuning and flexible policies. Authors in [23] have suggested an Authentication Protocol for Cloud Computing (APCC) based on Identity based cryptography. Through simulation, it is ascertained that APCC is more lightweight and more efficient as compared to SAL protocol. Authors have suggested user authentication based on the provision in cloud computing in [24] . This method helps to overcome existing issues of authentication in cloud service. Authors suggest that authentication based on provisioning performs the analysis of user details and authentication is done through user profile. One more related work is carried out by authors in [25] , wherein the duo have suggested user authentication as well as data accessing mechanism based on the profiling for mobile cloud computing. A multifactor authentication using cryptography for cloud application has been proposed in [26] . The authors have developed a secure password protected system for data storage and websites using one time password and hash encryption algorithm. This system implementation is easy and produces less overhead. In [27] , authors have proposed a consolidated N-screen based authentication mechanism for cloud computing to authenticate the user and device. Authors in [28] have suggested a method to perform authentication of new user. It used encryption based on AES and asynchronous key system to achieve data exchange, one time password is also used to increase security.
Hence, it can be seen that there are wide range of techniques available for securing the storage applications and services on cloud. Symmetric encryption, application specific tools (TrueCrypt), multi-factor authentication, transformation techniques, etc. are widely used in existing system. The next section further elaborates the problems associated with the existing studies.
III. CORE CHALLENGES IDENTIFICATION
This section discusses the challenges or problems being identified from the existing literatures. The existing literatures claim that their solution is effective in confined research environment, which in reality will mean that the data residing over the cloud is still shrouded with various security loopholes. Even with the presence of industry standard encryption techniques, existing cloud services are not capable enough to become resilient against attacks towards its storage. The core problems identified pertaining to storage security over cloud are briefly discussed as follows.
A. Information Overflow
The problem of data leakage or information outflow is highly evident in servers when there is a replica of original data. This increases the threat regarding the true ownership of the information. When such information or data is accessed by illegitimate user for rogue activity, it will create a serious implication on the enterprise or client. In case of healthcare, the patient information is very likely to contain highly private and confidential data relating to some un-disclosable disease. Such information if leaked by illegitimate user can tarnish the reputation or image of the patient. This will not only impact the patient but also the healthcare enterprises which are looking after the patient. Even though encryption provides certain level of security to the information but it is not robust and does not ensure complete security since the algorithms itself involve certain flaws. Such problems need to be controlled effectively by appropriate usage of data repository, incorporating appropriate indexing and secure key management.
B. Flaws of Universal Storage
In existing systems like Google drive, drop box and so on, different types of data can be stored. The service administrator is aware of anonymous data repository. It is seen that sharing of data in such scenario has caused many inconveniences to the user. Extracting customer credential from a shared repository is easily achieved by the malicious user. Under such scenario, the use of robust security protocols like no AES are also seen to be less successful. With the increase in data storage in the single cloud, it also leads to the increase in the problem. In case of shared storage, in order to overcome the problem, the data are stored in multiple cloud repositories and by using appropriate utilization of specialized indexing process.
C. Paralyzed Encryption
This is the most significant limitation that is widely seen in cloud repository. The cloud repository is used by the customers not only for storage but also for sharing and data collaboration. Certain times when a user shares certain confidential data among different clients, the chances of attacks are more especially from technical staffs who are serving within the service administrator. Such scenarios are overcome by designing a system in which the secret key is not shared with any rogue element. The system design intends in overcoming the issues by improvising the security by designing and developing a more secure as well as efficient security system. All the aforementioned issues are addressed in the proposed system. Hence, the problem definition of the proposed work is "Designing a cost effective framework to ensure a secured storage in multiple cloud is computationally challenging without much liability to accessing of key by rogue member". The proposed framework mainly concentrates on finding a solution in the direction of problem statement and has evolved a mechanism which will ensure dedication to provide high level of security standard of data storage and various levels of complexities within it.
IV. SYSTEM DESIGN AND MODEL
The main intention of the proposed technique is to design an efficient and secure repository and framework to access cloud storage that can offer a high degree of privacy, integrity as well as confidentiality. This framework is termed as RFDA which stands for Reliable Framework for Data Administration using split and merge policy. The objective of system design is to develop a robust, secured repository and framework to improvise the user accessibility in cloud computing. The system design concentrates on providing a secured storage hub administration and safeguarding the data which are uploaded by the client on a cloud application. The security feature in the system ensures that only the legitimate user can upload or 978-1-4673-8460-5/16/$31.00 ©2016 IEEE share the data as per his requirement. Security architecture in cloud supports multiple cloud security structure which will only permit the legal user to repository or upload data into distributed cloud environment and preserve it for later use. In the existing technique, a large storage capacity will be needed which cannot be provided by the personal computer as it is limited in storage as well as the memory capability. The genuine feature of this system is that it utilizes a unique method for decryption as well as encryption which is based on the distributed key technique. System design offers vast number of services which helps in mitigating security vulnerabilities. The aim of the work is to provide an advanced security that preserves the data security in multi-cloud applications in order to authenticate user from malicious actions. The expected goal of the work is as follows:
• Validation: A dynamic authenticating process is used to perform cloud application validation.
• Safe information Repository: A split key is generated by the system which will ensure safe data repository for the legal user.
• Splitted key Mechanism: The storage of the data is achieved using splitted key mechanism together with splitted cipher that will be used for encryption and decryption of storing and retrieval of data. In order to achieve the aforementioned security goals, the proposed technique includes the following objectives:
• Designing a single application interface which will interface the universal users to existing data centers.
• Developing a synchronous server which will assist in data administration system and at the same time work as bridge between user and cloud system.
• Permit the system to perform user's data splitting and store it in multiple as well as anonymous rack server which is distributed on cloud environment.
• Developing an AES based cryptographic algorithm that is lightweight in nature, which will perform the encryption of user's splitted data and store it randomly in the distributed cloud.
• Evaluating the effectiveness of the proposed system by comparing it with existing security protocols.
V. RESEARCH HYPOTHESIS
The architecture of the proposed system is shown in Fig. 1 ; the designed principle is based on two important factors that are customer and the independent administrator. The customers utilize the proposed architecture to perform storing of their data which might be of any form such as structured, unstructured or semi-structured. The administration of the data is carried out independently by the administrator. In order to understand the proposed model efficiently, one needs to have the knowledge of design technique. The design techniques are illustrated as follows.
A. Application Interface:
A general application interface is developed using Java, which permits all the necessary actors (mainly customer) to perform various tasks like uploading or even accessing their information. The main advantage of having the application interface is that it allows the user or client to undergo a secret authentication process in order to validate. This process is achieved by validating the user ID and secret password or code of the customers. On successful user profile validation, customers are allowed to perform various tasks such as uploading or accessing the cloud repository for personal information that they have deposited in the cloud repository as per their requirements. Every user requires performing uploading or accessing the data in repository which has the dependency on another component namely the synchronous servers.
B. Synchronous Servers:
One of the key features in our proposed work RFDA is that the original data which is uploaded by the user will not be directly stored on the cloud repository. In our proposed system, we have introduced a unique system called middleware, which will create its file system and also keep track of the sequence of customer data. The synchronous system performs the administration of the independent data management system for several users in the cloud. The key requirement of the synchronous server is to maintain a proper indexing of the customer file. Once the file processing is done by the synchronous server, two tasks are performed by the system simultaneously, for example, i) Carrying the encryption operation on the customer's data ii) Communicating with the data centers. Since the direct communication with data center is not possible in all geographical regions, so the system will prefer to get assistance of zones available. The synchronous server outcome is an indexed file having particular file formats containing an array to store the ordering of information uploaded or as requested by the online customers. By using a lightweight cryptography, the processed data is subjected to encryption. 978-1-4673-8460-5/16/$31.00 ©2016 IEEE
C. Lightweight Cryptography:
The use of encryption or decryption activity in a system also affects the overall performance of the system. It is also necessary to consider the effect of cryptography on performance while achieving security. In regard to this, performing cryptographic action at the cost of performance conveys no meaning. In order to overcome such a scenario, we have utilized a lightweight algorithm, where in the lightweight implies that the cryptographic action that includes encryption/decryption is achieved at higher rate using AES algorithm for performing the encryption of the binary data. In implementation, we have chosen AES as it offers following benefits: i) AES will provide faster computation ii) It is less susceptible to the majority of lethal attacks over internet with 64 bit. On accomplishing the encryption process using AES algorithm, the system further proceeds to the encrypted version of binary data to continue with data splitting process.
D. Data Splitting:
This component is responsible for handling the data splitting operation based on the availability of rack servers. In order to have a track of availability of the data centers on different rack servers, core system connecting to application interface will maintain a data center matrix which will provide the status of availability. On the basis of this system, the system performs the data splitting of the processed data of the total customers active on the basis of the rack server availability in the cloud. Data splitting operation is illustrated as follows. For instance, we have 10 petabytes of data; on the basis of availability of rack server, we will split the data. Let us assume at present instance we have availability of 4 rack servers, so the data will be splitted as 3 petabytes, 3 petabytes, 2 petabytes and 2 petabytes. A unique feature of the proposed system is that the generated secret key will be encrypted using AES algorithm and is preserved in a random location on designated rack server which is available at that particular instance of time. Another benefit is that the secret key is stored in the network, whose location is totally unknown to the administrator or the user. Hence, the customer data is stored in more secured and highly distributed fashion.
VI. IMPLEMENTATION
The testing of the proposed system is performed using test bed implementation which is carried out on 41 different machines with multiple configurations. Each system in test bed consisted of different operating system, memory configuration, processing speed and pre-installed JDK environment for executing the application. Java environment is more suitable for performing the real-time evaluation of proposed RFDA system. Multiple systems having heterogeneous configuration can be verified simultaneously. In 47 systems, 9 were allotted for administrator access, 15 were allotted for executing cloud server and the remaining 23 systems were used for distributed cloud servers. Each and every customer is subjected to profiling stage for performing registration process.
The credentials as well as the details related to access attempts by clients are maintained in SQL database; system makes use of MD5 algorithm in order to secure the authentication. Basic credentials are always susceptible to attacks. On the basis of available storage, the rack servers are hypothetically designed for the machine considered. The indexing technique used in the proposed system is based on the specific threading technique used in Java and also algorithm calls which ensures the particular file indexing process of proposed system. The encryption mechanism used in the proposed system makes it mandatory for every customer to undergo the encryption process each and every time they attempt to perform the uploading of data over the cloud storage. Customers' request to store data in multiple cloud storage is considered as the input to the algorithm. The mechanism is to ensure the storing of the encrypted block of data in a random location in the available cloud without the need of having prior knowledge of the secret key or the file location.
Algorithm for Reliable Framework for Data Administration:
Input: Storage request from customer.
Output: Encrypted data successfully stored. Table) 11. Shift Row: Transpose (state of Row) 
END
The algorithm illustrates the mechanism as follows, initially it takes the client request for storing a specific data set, it checks the availability between the application interface with repository server in the cloud. After the verification of client credentials such as User ID and secret code, it performs the conversion of client data into binary. This process is also carried out along with process of generation of secret key. The further encryption of the secret key is achieved by applying the 978-1-4673-8460-5/16/$31.00 ©2016 IEEE AES algorithm which uses 128 bit of key for encryption. Therefore, it is evident that the algorithm possesses the potential to provide AES 128 bit encryption for both cases of static as well as the dynamic data. This form of implementation makes us feel that RFDA utilizes Rijndael algorithm since it is making use of 128 bit of encryption key. The implementation structure of the proposed system consists of major change which is very necessary to clarify on the context of Rijndael and AES utilization in the proposed study. In a traditional security coder, we see majority of the system uses Rijndael managed class which are used along with AES standards. In original, Rijndael standard allows us to select the block size as well the key size whereas AES Standard suggests that block size should be 128 bit while the key size can be differed. For understanding let us consider an instance, AES 128 makes use of 128 bit block size, whereas AES 192 will make use of 192 bit key and 128 bit block size. In a similar way, AES 256 makes use of 256 bit key size whereas the block size is 128. Hence in the proposed system, RFDA utilizes AES 128 bit which will support both key as well as block size thereby assisting the client in preserving the privacy of data as well as secret key, and more importantly it also ensures maximum security to data even in the case if one of the encrypted data slot is found to be comprised. As per the algorithm, it will store the data in a random place in accordance with the availability of the rack server without physically storing the key or location. Therefore, the proposed RFDA provides high scalability since it is totally independent of the file type. The algorithm can perform ciphering of any kind of customer data with the reduced complexity in administrating key. Since the algorithm integrates the currently available data storage without requiring much re working on the existing system, implies the higher technical adaptation of the algorithm. The issue of space complexity is minimum due to the iterative utilization of same key size of 128 bit.
The proposed RFDA successfully withstands the selfgoverning administrator, webmasters or root or any other illegal rogue elements trying to access the encrypted secret data. Even in the case if one of the encrypted data is compromised, it does not affect since it will not be possible to retrieve the complete data from the remaining storage as the information related to locations regarding these encrypted data are unaware to the rogue. In worst case, if an intruder is successful in clustering the encrypted data, then the intruder will never have access to key simultaneously.
Initially, a database connection between the user and the application interface is set up. The database used in this case is SQL database. In order to have robust security, we need to have strong authentication system. Most of the authentication systems use credentials like secret code password to provide access but these passwords are vulnerable to attacks. In order to overcome these issues, we have performed the password securing process which is accomplished using the MD5 encryption. In any authenticating case, there need to be certain parameters which are to be checked in order to rightly identify the user or customer. In most of the scenarios, user credential such as username or email or mobile number along with secret key or password is considered. In our proposed system, we have considered username and password. This helps in identifying the legal user. The input provided by the user is validated by cross verifying it with credentials stored in the database. Only on successful verification, the user is provided the access. In case of mismatch, permission is denied. On successful validation, the data furnished by the client or user is subjected to binary conversion. Simultaneously, the secret key generation is performed. In order to have more sophisticated security, this secret key is also subjected to the encryption process. The encryption operation carried out here is using the AES with 128 bit key size. By making use of Rijndael key scheduling, Round keys are generated. These Round keys are generated from the initial keys. The number of round keys is dependent on the AES variants. Every variant will need 128 bit round key for every round and also one more in addition. Different internal operations such as rotate and calculation of exponential value of user specific value, Key scheduling operation can be briefly illustrated as follows. Input value is iterated for the value of round key and output obtained will be of the same length as input. Input is copied over the output. Later, a rotate operation is carried out on the output performing exclusive OR operation on output as illustrated in the algorithm in previous section performing a non-linear substitution. The look up table is formed by using new byte which is generated from the old byte. Successive operation of shift row which involves transposing the row state is carried on. After the completion of transposing the row, mix column operation is initiated in which state of column are used as parameters.
Finally, all the round keys generated are added. Later step involves the verification of the data size. On completion of verification, remainder computation is performed. This operation is performed considering the available cloud and data size. Once remainder is obtained, later stage involves calculation of split data size. Operation is performed using the data size, remainder computed earlier and the cloud number. The size of the final data is determined by using the splitted data size and addition of all round keys. Once the split and merge operation is performed, the obtained key values are inserted into random clouds.
RFDA is evident that the attacker cannot possess or get access to the data in cloud since the authentication is based on the secret key. The attacker should possess the key in order to access the data. One more advantage of the proposed mechanism is that it does not store complete data in single cloud storage. This gives the user advantage of secured data as even if the attacker gets access to any one data in any random cloud, he will be not able to access the complete data as the remaining data are not present in the same cloud but are stored on random locations wherein the location of data is not known to the user or the attacker and so on. User can also be free for the insider malicious attack usually carried by the known insider as the key which is stored in the network is stored in such a way that its location is totally hidden or the location key stored in the network is neither known to user nor to the administrator monitoring the cloud service. The advantage of the encryption used in the proposed system is that it offers robust security in comparison to the existing encryption techniques. The use of multiple encryptions makes it difficult for attacker to guess the secret as well as to generate the secret key. Even though the attacker gets to know the initial key, he 978-1-4673-8460-5/16/$31.00 ©2016 IEEE will not be able to access the data in cloud, since the final key is not same as the initial key even though it is generated from the initial key. Moreover, the added advantage of this proposed RFDA is the time efficiencies it presents in comparison to the existing algorithms on performing the cryptographic tasks related to various actions of encryption and decryption.
This section also discusses about the results being accomplished from the proposed system. In order to illustrate the effectiveness of the proposed system, a comparative analysis is evaluated with respect to other conventional algorithms such as SHA-1/2 and AES. The analysis is performed in terms of transmission rate and time taken for encryption. The experimental prototype considers data size up to 10GB. Fig. 2 shows that the proposed system shows better performance in terms of data transmission rate as compared to conventional SHA-1/2 or AES algorithm. Fig. 3 highlights that the proposed system considerably takes reduced amount of encryption time. The transmission rate is computed using a network protocol analyzer called WireShark. The transmission rates are for a test data size 1-10 GB. From the outcome seen in Fig. 3 , it can be ascertained that the proposed system is effective in handling the dynamic load increasing with user request. From the graph, it is seen that the curve for SHA-1/2 is found with lower peaks as a result of iterative encryption for every data request, wherein the AES curve is with minimal peaks as compared to SHA-1/2 due to reduced complex structure owing to reduced key size.
VII. CONCLUSION
This paper mainly focuses on challenges in data security for the paid clients in order to fulfill their Service Level Agreement (SLA) for repository service in cloud. This paper has discussed a mechanism which performs a conventional encryption on data that are being uploaded by privileged customers. In maximum of the current systems, a single data system is used for storing data whereas in our proposed system, the user request is splitted, multiple secret keys are generated, further these keys are subjected to encryption and these keys are stored in a random location in the available racks. In these schemes, no actor possesses the secret key or will have the privilege to access location details of data or secret key which implies that single user data is converted into multiple chunks of encrypted data which are stored in multiple data centers in random manner. Hence, it is impossible for any attacker to have data possession at any cost. Even in case the attacker gets access to one of the chunk, it will be no use since he is not aware of locations of remaining chunks of data. In order to perform encryption, the attacker needs to have the key, and since it is impossible for him to identify the location of the key, hence the proposed system will successfully withstand any kind of sniffing of data by the attacker in the cloud. The performance evaluation of the RFDA is achieved by comparing it with conventional algorithms such as SHA-1/2 and AES. It is seen that the proposed RFDA gives much better performance without affecting data communication on cloud.
